TAMESIDE METROPOLITAN BOROUGH COUNCIL

JOB DESCRIPTION

SERVICE


Finance 
JOB DESIGNATION

Risk, Insurance and Information Governance Officer
GRADE


Grade G




SERVICE UNIT

Risk Management and Audit Services
POST OBJECTIVES
To deliver under the direction of the Risk, Insurance and Information Governance Manager a risk management, information governance, business continuity, insurance and claims handling service for the Council and Schools (where appropriate) in conjunction with external service providers.

RESPONSIBILTIES AND DUTIES

1)
INFORMATION GOVERNANCE

1.1 
Keep the Information Governance Framework under review, ensuring that it is fit for purpose, remains in line with available business and technology strategies and conforms to all relevant standards and statutory requirements.

1.2   
Work to achieve user understanding of the Information Governance Framework, including coordinating the widespread dissemination of the contents of the framework and promoting adherence amongst staff.

1.3 
Develop and keep up to date the Information Governance pages on the intranet, including the content of all linked internal documents.

1.4 
Advise on risk management and counter measures to minimise the impact of information risks to the Council.

1.5 
Assist in the completion of Data Protection Impact Assessments to quantify the threat and risk levels to services or projects and the impact on the Council’s overall information governance framework.

1.6
Build relationships with senior managers both within the Council and within partner organisations/agencies in order to obtain ownership and compliance with corporate policies and procedures in respect of information governance and record management matters.

1.7 
Organise, facilitate and minute the Information Governance Group and Information Champions Group.

1.8 
Advise as to future requirements in respect of information governance, providing robust recommendations for new projects/initiatives and changes, to processes and procedures to ensure the Information Governance Group is kept abreast of new requirements and risk exposures.

1.9 
Undertake periodic audits/security reviews of information held by the Council to ensure adherence to legislation, policies and procedures thus minimising the risk of data/information losses/incidents.

1.10 
Monitor conformance with and the effectiveness of the Council’s Information Governance Framework, reporting to management as required.

1.11 
Undertake investigations into Information Incidents in accordance with the Information Security Incident Reporting Procedure and Practice Note, liaising with Legal and HR to ensure appropriate action is taken. Working jointly with HR to ensure a thorough but timely investigation is undertaken here disciplinary action is necessary.  

1.12
Work closely with the Risk, Insurance and Information Governance Assistant to ensure that the Information Incident Log is maintained and kept up to date in a timely manner.

1.13 
Provide reports and statistics on information governance related issues as required.

1.14 
To prepare and deliver training and awareness material/sessions for elected members and officers at all levels in the Council.

2) PROVISION OF INSURANCE INFORMATION

2.1 
To provide members of the public and Council staff with advice and guidance on       
insurance matters, including support on technical insurance matters.

3) INSURANCE CLAIMS

3.1 
To ensure all claims received are notified to our claims handlers expeditiously and handle property claims up to the policy excess, seeking assistance from a loss adjuster where necessary.

3.2 
To act as the Tameside Administrator for the MOJ Claims Portal, setting up new users and allocating incoming claims to insurers or the Highways Risk Management Team, and assisting members of the public seeking to obtain compensation for damages through the claims process. 

3.3
Work closely with the Risk, Insurance and Information Governance Assistant to ensure that the Claims Handling system is maintained and kept up to date in a timely manner.

3.4
To be proactive in claims administration to ensure claims are dealt with effectively and efficiently, by liaising with both internal and external service providers, including the Council’s insurers and appointed solicitors.  Liaising with all service areas regarding the provision of additional information required in order to progress claims to settlement and to remind service areas of the deadlines arising from the legal protocols and the potential consequences of these not being met.

3.5 
To lead and participate in meetings with the claims handlers, solicitors and other interested parties to agree tactics and approach to relevant claims, facilitating the collation of witness statements for litigated claims when needed, keeping the Risk, Insurance and Information Governance Manager aware of any significant claims and any deficiencies in services provided by the claims handlers or other providers.

3.6 
Maintain the Council’s electronic claims handling system overseeing all aspects of import and export of information within the system and to make decisions regarding actions and progress on claims up to a value of £25,000.
3.7
To manage the imprest accounts for insurers; checking the payments made, balances on accounts and generating top up payments and where necessary process payments to schools and claimants where claims are handled in-house or paid to the Council for distribution.

4) INSURANCE POLICIES

4.1 
To assist in the management of the Council’s insurance programme acting as a key contact with the insurers to ensure policy coverage is adequate and kept up to date and support the Risk, Insurance and Information Governance Manager to procure Insurance, Legal, Broker and Actuarial Services in accordance with Procurement Standing Orders.  . 
4.2 
To complete all insurance renewal questionnaires, including the collation of all requested information from service areas and schools and liaise with the Council’s Insurance Brokers to allow renewal terms to be provided in a timely manner supporting the Risk, Insurance and Information Governance Manager to obtain approval in accordance with Procurement Standing Orders.

4.3
To act as the key contact for actuarial reviews, providing the data to the selected actuary, resolving queries and reviewing the draft report before it is finalised.

4.4
To ensure all Insurance Premiums are paid in compliance with insurer’s payment terms and undertake all aspects of accounting work relating to insurance premiums and claims, including the payment of all invoices, the calculation of recharges to schools and to liaise with Financial Management where appropriate. 

4.5  
Provide decisions on actions/events being organised by services or schools identifying if they will be covered by the Council’s insurance covers and also advise on suitable risk management processes for these activities.
4.6
To provide data and information to support Freedom of Information Requests and reports to senior management.  
4.7
To review third party contracts/agreements (where requested) to ensure that the insurance provisions included provide adequate protection for the Council, referring them to our Insurance Brokers for technical advice and clarification where needed. 

5) RISK MANAGEMENT
5.1 
To support the Risk, Insurance and Information Governance Manager  in the implementation of the Council’s risk management and business continuity strategies and promote the practise of risk management throughout the Council.

5.2
To keep under review the risk management and business continuity systems and make recommendations to the Risk, Insurance and Information Governance Manager   to ensure they are aligned with best practice and meet the requirements of the organisation.

5.3 
To inform Service areas of the outcome of significant claims including relevant suggestions for avoidance of repeat occurrences.

5.4 
To provide advice and guidance to Council officers regarding risk mitigation and the business continuity process.

5.5 
To prepare, support and deliver appropriate training and workshops for risk management and business continuity.

5.6
To review third party contracts/agreements (where requested) to ensure that they meet with our requirements and offer adequate protection for the Council, seeking further technical advice and support where needed.

6) GENERAL

6.1 
To represent the Council at both internal and external meetings and groups. 

6.2 
Other duties as reasonably correspond to the general character of the post and commensurate with the level of responsibility.

6.3
Be aware of and understand the Council’s Data Protection and Freedom of Information Policies and ensure at all times that the duties of the post are carried out in accordance with those Policies.

6.4
Be aware of and understand the Council’s Equality and Diversity Policy and Race Equality Scheme and ensure at all times that the duties of the post are carried out in accordance with the Policy.

TAMESIDE METROPOLITAN BOROUGH COUNCIL

PERSON SPECIFICATION

RISK, INSURANCE AND INFORMATION GOVERNANCE OFFICER

        Method of
1. EDUCATIONAL STANDARD/QUALIFICATIONS                          Category          Assessment  
· GCSE’s graded A – C (Including English and Maths) 
or equivalent

    





E

  A
· A Levels or equivalent in a relevant subject



E 

  A

· NVQ in public administration or equivalent



D

  A
· Insurance qualifications





D

  A
· Records Management or Information Governance Qualification
D 

  A
2. EXPERIENCE

· Previous risk management and insurance claims experience.
E

  A/I/T
· Experience of working with either Data Protection, Freedom of 
Information or Information Governance issues e.g. handling data 
subject/information access requests and providing advice on 
information governance. 


      


E

  A/I/T
· Experience and understanding of information governance issues 
in a local government environment.




E

  A/I/T
· Experience of assessing risks and compiling risk registers

E

  A/I/T
· Experience and understanding of business continuity 
Methodology






            E

  A/I
· Experience of working in a large organisation, dealing with 
multiple enquiries and tasks simultaneously in a timely manner
E 

  A/I/T
· Experience of preparing and delivering training courses

E

  A/I
3. KEY SKILLS

· Numerical skills including basic accountancy skills

 
E

A/I
· Communication and letter writing skills



E

A/I/T
· Information Technology skills





E

A/I
· Organisational skills






E

A/I
· Negotiation and influencing skills




E

A/I
· Complaints handling / Conflict resolution skills


D

A/I
· Presentation skills






E

A/I/T
· Project Management skills





D

A/I/T

· Supervisory skills






E

A/I
4. KEY KNOWLEDGE

· Understanding of risk management/insurance concepts 

and processes







E 

A/I/T
· Knowledge of Data Protection legislation, the Freedom of 

Information Act and Information Governance requirements within 

a local government environment 
      



E

A/I/T
· Knowledge of the NHS Data Security and Protection Toolkit
D

A/I
· Knowledge of the concepts of business continuity management
D

A/I/T
5. KEY APTITUDES AND PERSONAL QUALITIES

· Ability to work without close supervision after training                      E

A/I
· Ability to prioritise workloads 


                   

E

A/I
· Ability to communicate effectively




E

A/I/T
· Motivation skills and tenacity





E

A/I
· Understanding of and familiarity with Information Technology

(Databases, Spreadsheets, Word Processing, E mails etc.)            E

A/I
· Good interpersonal skills, particularly the ability to communicate 
technical subjects in plain English to staff and members of the 
public

     






E

A/I/T
· Strong influencing and persuasion skills



E

A/I/T
· Excellent analytical skills





E

A/I
· Excellent time management skills and ability to work under 
pressure and meet tight deadlines




E

A/I
· Ability to adapt to ever changing legislative demands

E

A/I
· Ability to work cooperatively and constructively within own 
team and with others
      





E

A/I
· A calming telephone manner





E

A/I
· Attention to detail






E

A/I/T
· Willingness to work flexibly when required



E

A/I

6.
SPECIAL WORKING CONDITIONS


· Information and delivery of services may be in any of the 
Council’s premises and therefore occasional travel, largely 
within the Council’s boundary, may be required


E

A/I
· Valid driving licence and own transport, or be able to provide 
alternative, suitable method of travel




D

A/I
For Information

Category

(E)   
Essential requirements without which the candidate would be unable to carry out the duties of the post.

(D) 
Desirable features which would normally enable the successful candidate to perform the duties better and more efficiently than one who did not have the 
qualification, training, experience etc.

Method of Assessment

(A)
Assessed from information provided on the Application Form

(I)
Assessed at Interview

(T)
Assessed by Selection Test
