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OLDHAM COUNCIL

JOB DESCRIPTION

	Job Title: Information Management Officer


	Directorate: Corporate & Commercial Services 
	Division/Section: Information Management 

	Grade:  6                  JE Code 9808



	Job Purpose:
· Responsible for undertaking activities in relation to the development and delivery of the council’s information management strategies, policies, legal advice, governance together with  training and performance management. This will encompass information security, records management, data protection, freedom of information and environmental information access and the wider information agenda, to ensure the appropriate legal and best practice protection, quality and access to the council’s information and records.
· These activities will encompass advice and support to ensure that any strategies, projects, policies and procedures, training and guidance complement and contribute to the council’s corporate plans and policies. In particular, ensuring that information law, rights and practice are undertaken with the aim of protecting privacy, facilitating lawful personal data sharing, ensuring appropriate access and protection to council held information, and contributing to efficiency of operations via improved records and information security management.


	Key Tasks:

Overall
· To research and assist in the development/review/implementation of strategies, policies, procedures and advice in order to meet the requirements of legislation, regulations best practice in relation to information governance, primarily DP/FOI/EIR/RM/IS. 
· To create and deliver training and guidance material to promote and train council management, officers and elected members, and schools and partners to raise awareness of the importance of lawful and effective information management. 
· To liaise with customers, council management, officers, politicians, schools, partners in the investigation of DP/FOI/EIR/IS complaints with the aim of reaching resolution and making recommendations to reduce risk of recurrence. Where appropriate liaise with the Regulator, Information Commissioner’s Office (ICO) in resolution and provision of evidence as required.

· To undertake research, training, and engagement with information rights/legal specialists, current affairs and national and regional information agenda’s in order to keep abreast with information governance legislation, case law and best practice. 
· Develop and maintain open relationships with neighbouring councils and partner agencies and represent the Information Management Team at meetings with internal and external stakeholders such as the council’s members, council committees, other local authorities, schools, partners etc, as required.
· To provide performance management information as required to monitor compliance.
· To provide indirect supervision to council officers in the production of correspondence and reports in relation to investigation of complaints, security incidents, FOI/EIR information requests, requests for access to personal data requests.
· To promote high standards of customer service and engagement to ensure that the council is presented in the most positive light and that individuals are provided with advice and assistance in exercising their information rights. 
Data Protection

· To assist in the implementation of the council’s data protection legal compliance, strategies, policies, and deliver training and governance arrangements. You will help ensure that personal data is processed lawfully and privacy is protected whilst facilitating effective personal data sharing within the council and between the council and other public sector bodies or partners, e.g. Health, Education, Police, central and local government, contractors, commercial partners etc. 

· To provide advice to the council management, officers, schools, politicians and partners in relation to the application of data protection in its day to day existing and planned processes and/or programmes, projects and initiatives. 

· To liaise closely and directly with members of the public, council officers and other bodies, e.g. police, health, schools, etc, in the verification, undertaking and facilitation of data subject access requests, data sharing disclosures under the provisions of data protection. 

· To identify gaps and provide advice and instruction on the provision of privacy notices and data protection statements in relation to manual and/or online collection and processing of personal data by the council and the council in conjunction with partners/contractors.
· To draft / support the production of data privacy impact assessments, information sharing protocols, information sharing/processing agreements and privacy notices in conjunction with services/partners to facilitate the lawful and secure processing of personal data.
· To monitor the volume and compliance of requests and produce management information for senior management and officers. 
Access to information
· To lead in determining, developing and implementing strategies, policy and procedures, together with advice in relation to legal compliance with the distinct legislation in relation to the processing of FOI/EIR access to information requests received by the council, schools, politicians, partners etc. 

· To provide advice to the council management, officers, schools, politicians and partners in relation to the application of FOI/EIR to information held by the authority in its own right or on behalf of others.
· To liaise closely and directly with members of the public, council officers, politicians, schools and partners in the verification, undertaking and facilitation of responses to FOI/EIR to ensure compliance with statutory deadlines, application of exemptions, refusal formats etc. 

· To assist in the review, development and implementation of the council’s publication scheme and to advise on the adoption of the appropriate publication schemes for related bodies, i.e., schools, council owned companies.
· To undertake initial internal appeal reviews on behalf of the Information Manager and Borough Solicitor. 

· To monitor the volume and compliance of requests and produce management information for senior management and officers. 

Information Security

· To support and assist in determining and developing a framework of information governance best practice and compliance to support the development, implementation and practical application of the ccouncil’s information security strategy and policies .
· To support the Information Security Manager with information security breach iinvestigations and impact risk assessments.. To liaise with the ccouncil, politician, school etc. to make recommendations as to actions to contain and mitigate the risk and how to meet legal obligations in relation to the protection of personal data. To escalate the incident to senior managers, the Caldicott Guardian, Data Protection Officer and the ICO as appropriate. To review the incidents over time to ensure the recommendations have been implemented.
· To support the Caldicott Guardian in maintaining confidentiality of social care personal data. To produce monitoring reports and action plans to support this process.
Records Management
· To support and assist in determining, developing and implementing strategies, policy and procedures, together with advice in relation to effective records management. Supporting the locating and extraction of information in relation to DP and/or FOI/EIR information requests, to reduce the risk of not meeting legal and operational needs, to support the accommodation strategy and maximise the use of office space, etc.
· To support and assist in monitoring performance and improvements against the FOI records management code of practice and relevant British standards, identifying quick wins and making recommendations.
· To support and assist in identifying/audit the records management needs of the council, with the aim of facilitating services areas/politicians/schools/local archives to understand and implement effective records management. 


	


	Standard Duties:

1. To actively promote the equalities and diversity agenda in the workplace and in service delivery.

2. To be familiar with customer care and health and safety polices of the Council/ Directorate.

3. To participate in self-improvement in performance through workplace development.

4. Undertake any additional duties commensurate with the grade of the post.


	Contacts:

Internal
· Chief Executive, Executive Management Team, Service Directors, other staff within the Council
· The Head of ICT 
· Information Management Team 
· Staff in other services in the Council
· Elected Members

· Staff in Council owned or partnership organisations
External
· Staff in external organisation providing ICT services to OMBC
· Information Rights Co-ordinator AGMA

· Employees within other Local Authorities, Public Bodies, Funding Bodies

· Representatives and employees of partner sectors and organisations

· Members of the public and targeted communities / users
· Information Commissioner 

· Relevant Government Departments



	Relationship To Other Posts In The Department:

Responsible to: Senior Information Management Officer
Responsible for: N/A


	Special Conditions:




	
	DATE
	NAME
	POST TITLE

	Prepared
	18/11/2010
	Mark Springthorpe
	Interim Head of ICT

	Reviewed
	13/04/2011
	Barbara Mulvihill
	Information Manager

	Reviewed
	28/04/2011
	Lesley Perkins
	Head of Modernisation and Information Management

	Reviewed
	17/06/2011
	Barbara Mulvihill
	Information Manager

	Reviewed
	June 2012
	Barbara Mulvihill
	Information Manager

	Reviewed
	June 2012
	Lesley Perkins
	Head of Modernisation and Information Management

	Reviewed
	April 2019
	Stephen Hankinson
	Information Manager


OLDHAM COUNCIL

PERSON SPECIFICATION

Job Title:   Information Governance Officer
	
	Essential Criteria
	Desirable Criteria
	How Assessed

	
	
	
	Essential
	Desirable

	Education & Qualifications


	Educated to degree level

Or

Attainment or working towards recognised information governance qualifications in data protection and/or freedom of information and Environmental Information, and/or records management areas or information security

Or

Experience in an information governance role


	Preferably within public sector

	A
	A, I

	Experience


	Experience within a public sector organisation or regulatory environment in the provision and legal advice and the practical application of legislation/standards 
	Experience of information governance legislation in a Local Government of similar environment
	A, I
	A, I

	
	Experience of assisting in the determining and creation of strategies, policies, procedure and advice in the support of legislation, standards and best practice and resulting implementation.  Where appropriate, working without supervision in the development of documentation and risk management assessments
	Experience of playing a key role in the implementation and advising on data protection, freedom of information, environmental information, information sharing, records management and information security best practice 
	A, I
	A, I

	
	Experience of designing and delivering training and awareness, using a variety of techniques and to a varied audience
	
	A, I
	

	
	Experience of complaints resolution internally, from members of the public and in  conjunction with regulatory bodies

	Evidence of complaints investigation and resolution, specifically in relation to Data Protection, Freedom of Information, Environmental Information liaising with the Information Commissioner where appropriate
	A, I
	A,I

	
	Experience of auditing, investigating, reporting, escalating and actioning as necessary, serious regulatory incidents, events, conduct
	Evidence of experience of handling breaches of information security and data protection
	A, I
	A,I

	
	Experience  of training a range of non-specialist audiences in a specialist subject with the aim of ensuring that awareness levels and processes are undertaken with minimum risk to legislative and standards breaches
	Evidence of ability to undertake research and keep up to date with relevant legislation and regulatory ‘rules’ and practice  
	
	A, I

	
	Experience of monitoring compliance and best practice and providing management information in a variety of forms, e.g. verbal, pictorial, written, statistical, etc
	Experience of monitoring information governance, e.g. social care information governance toolkit, records management and FOI codes of practice, or other regulatory measures 
	A, I
	A,I

	Knowledge
	
	Knowledge and understanding of  public sector issues and sensitivity gained by experience of working successfully within a political context and governance framework
	
	A, I

	
	Computer literate with excellent good working knowledge of Microsoft Office applications (Word, Excel, PowerPoint etc) so as to produce statistical reports, tables, graphs, policies etc
	
	A, I, test
	

	
	Knowledge of legislation and /or business codes of practice, British standards etc. in a regulatory environment either in the public or private sector. This knowledge would be gained via work experience alongside in house or external training 
	Specific knowledge of information governance legislation and standards as applied in a Local Government or similar environment.
	A, I 
	A, I 

	
	Knowledge of managing, monitoring and delivering projects using project management methodology and risk management as applied in the initiation and management of projects/bespoke pieces of work
	
	A, I 
	A, I 

	Skills

& Abilities
	A successful track record of giving timely and appropriate specialist, legal  and professional advice to a varied audience using varied methods
	
	A, I
	

	
	Communicates effectively using straightforward language, adapting style as appropriate to ensure engagement by others.  Diplomatic, approachable and respectful being open, honest and responsive.
	
	A, I
	

	
	Ability to manage competing priorities whilst delivering on a range of projects and adapting to changing circumstances and priorities.
	
	A, I
	

	
	Experience of using initiative to prioritise, plan and organise own workload and that of others
	
	A, I
	

	
	Ability to create and maintain successful working relationships with internal and external partners, e.g. management, officers, politicians, schools, members of the public.
	
	A, I
	

	Special 

Requirements 
	Willingness to attend evening meeting and work out of normal office ours as required and work within flexible working framework
	
	A, I
	


